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The Trusted Key Management Protocol (TKMP) provides one of the most secure communication
technologies in MANET cluster-based data protection. For security reasons, TKMP is a trusted key
that can be sent to all nodes in the communication cluster. This document introduces the Trusted
Key Management Protocol (TKMP) feature to improve the quality of secure communications over a
cluster-based wireless network. The proposed TKMP execution process includes CBPPRS (Cluster
Based Privacy Preserving Routing Selection), LBCPR (Load Balancing Cluster Based Privacy Rout-
ing) and DLBPS (Dynamic Load Balancing Privacy Path Selection) procedure. To lock the data from
the malicious node, the Paillier Cryptosystem (PC) encrypts packets with homomorphic encryption.
The trust score makes it easier to update routing information and improves network throughput.
The experimental results show that the proposed TKMP method works better than the other Trust-

ECC method.
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1. INTRODUCTION

A mobile Adhoc wireless cellular network is a set of nodes
connected by certain legal connections to transfer packets
from one node to another [1]. There are many protocols for
designing a communication structure. The direct connec-
tions are using routing protocols for the Adhoc network.
There are many challenges, such as controlling mobile
devices and reducing overhead when nodes have partial
resources. The most important component of the proto-
col is to mitigate the consequences of a protocol attack.
Due to the nature of the transmission network, an attacker
is looking for traffic, packet loss, and hacking within the
transmission range.

The literature review describes several improved rout-
ing protocols. However, some requirements of the rout-
ing protocols are contradictory. Taking the shortest path
to the base station slows down intermediate nodes, which
shortens the life of the network. At the same time, always
choosing a shorter path reduces energy consumption and
reduces network delays. Routing destinations are applica-
tion specific, offering different routing systems for differ-
ent applications [2]. These routing systems differ greatly
in their destinations and routing methods. Most routing
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protocols are subject to unexpected security risks. Cluster
Head (CH) attacks are primarily harmful.

The secure cluster-based MANET routing protocol is
designed to protect against malicious external nodes or
accessible internal MANET nodes [3]. The life of the sen-
sor assembly largely depends on the battery life. Using
WSN Multi-Bounce, each terminal is treated as a dual
transmitter, an information transmitter and an informa-
tion desk [4]. Failure of some of the failed sensor nodes
can lead to significant topographical changes, particle
rearrangement, and system improvements. Some sensor
assemblies may short circuit or break due to force, phys-
ical injury or natural resistance. Fraud of sensor nodes
should not affect the overall performance of the sensor
system. Other ways to send information to a synchroniza-
tion node or administrative base station agreement [5-6]
should be considered.

In the paper, implementation of a new secure routing
key management scheme based on the Trusted Key Man-
agement Protocol (TKMP) authenticates the encryption
with public and private keys. At this point, the encryption
and decryption algorithm is used to protect packets or mes-
sages by attackers. The following section presents current
studies and ideas for common key development methods.
In Section 3 we present our specific TKMP model, which
introduces a new trust key model and describes the testing
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process. Section 4 describes the performance evaluation of
the TKMP algorithm and finally closes the references in
the last section.

2. BACKGROUND STUDY

Reference [7] examined the problem of building a new
structure for the dynamic organization of mobile nodes in
clustered wireless peer-to-peer networks in which Reliabil-
ity in the face of topological changes must be guaranteed
by the movement of the nodes, the failure of the nodes
and the insertion/removal of the nodes. The main contri-
bution of our work is a new AD HOC strategy for wire-
less clustering and improvements to the popular Weighted
Clustering Algorithm (WCA).

Reference [8] proposed a safe and energy efficient
weighted clustering algorithm (ES-WCA) for mobile WSN
using a combination of five metrics . These metrics include
a behavioral level metric used to ensure that the cluster
leader is chosen in the sense that it will never be a mali-
cious node.

Reference [9] proposed to use hybrid encryption using
advanced encryption algorithms (AES) and elliptic curve
cryptography (ECC). AES is used as a symmetric algo-
rithm to encrypt routing information, while ECC is used as
an asymmetric algorithm to encrypt the public key. During
encryption, the original plaintext is converted to ciphertext
using the encrypted public key, and during decryption, the
ciphertext is converted to the original plaintext with the
decrypted private keys. Therefore, the proposed method
includes AES and ECC algorithms that provide an efficient
and sufficient security mechanism.

References [10, 13] suggested that location-based rout-
ing is necessary for forwarding packets. To ensure the
security of data packets, the existing algorithm has been
extended to a “routing protocol that recognizes a safe loca-
tion.” Nodes are discovered using the clustering method.
This register predicts the future location of the node by
optimizing the swarm of particles. Connection time, speed,
distance and node position are calculated in advance to
find the best route. The node confidence value is calculated
from the neighboring node. This will help predict future
locations and find malicious hosts on the network to reduce
packet loss. To prevent data entry from malicious hosts,
packets are encrypted using elliptic curve encryption.

A network group that protects privacy. The cluster head
is reliable for communication with connections in the
cluster, which uses additional battery dominance (power).
When evaluating cluster members in a cluster. Sending
packets (message information) to and from the cluster
makes it difficult to test network stability. The goal was to
use Framework NS (Network Simulator) 2.34 to provide
a “clustering algorithm for selecting a routing protocol to
protect data in the internal and external cluster.” The clus-
ter header selection model based on routing protocol selec-
tion is entirely based on original routing and on-demand
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process. It was chosen as the routing protocol for trig-
gering and testing ad-hoc transmission, which is different
from on-demand messaging between mobile nodes on a
convenient ad-hoc network.

Reference [11] offered an original paper on load
estimation based on the Alone Privacy Routing Proto-
col (LBCPR) algorithm for commercial mobile networks
based on connection strength and the chapter on sampling
cluster with the HC-Design 2.34. Disproportionate impact
of LBCPR in a group and notion or preference for cen-
trally located data points. The predicted direction capture
metric is based on cluster, weight, and minimum path to
determine the path that mobile nodes will take due to the
lighter weight.

(R. Jayaprakash, B. Radha, 2019) [12] proposed a
new algorithm for the Dynamic Load Balancing Privacy
Path Selection (DLBPS) for cellular peer-to-peer networks
based on packet forwarding and attack prevention with NS
(Network Simulator) 2.34 Framework. DLBPS balances
the mobile load of the gateway in the network to achieve
a higher overall data rate. Meanwhile, the proposed algo-
rithm will configure the survey, privacy manager, privacy
collector, and privacy manager to complete the privacy
path selection.

Trusted Key Management Protocol (TKMP)
method [13], in which the exchange of trusted keys for
all cluster nodes is computed during data exchange for
security reasons. TKMP assigns the value of a dynamic
exchange of public and private keys to a trusted variable
that is checked during communication. For example,
the proposed complete protocol is implemented in three
phases such as Initial distribution, key generation, key
verification and validation.

3. IMPLEMENTATION OF TRUSTED KEY
MANAGEMENT PROTOCOL (TKMP)

TKMP enables the selection process for Cluster Based
Privacy Preserving Routing Selection (CBPPRS), Load
Balancing Cluster Based Privacy Routing (LBCPR)
and Dynamic Load Balancing Privacy Path Selection
(DLBPS). We have already presented the complete
proposed TKMP system, as shown in Figure 1 (R.
Jayaprakash, B. Radha, 2019). This implementation con-
sists of three phases: CBPPRS, LBCRP and DLBPS. In
the first phase, the CBPPRS routing selection algorithm for
adhoc mobile networks is used based on the strength of the
connection and the selection of the cluster header. In the
second stage, the load imbalance in the LBCPR network
also leads to a bias or bias in the selection of nodes that
are centrally located for data transmission. The DLBPS
method compensates for the mobility of the gateway on
the network in order to achieve a higher data rate after
loading. Finally, TKMP improves the quality of secure
communication in wireless cluster networks.
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Fig. 1. TKMP process flow.

3.1. Network Architecture

Network architecture consists of M number of nodes that
are randomly distributed in network modeling. Some nodes
in this architecture are arranged in clusters. We have
already presented an assessment of the formation of a net-
work in a graphical model [11]. The network architecture
model is shown in Figure 2.

Fig. 2. Network architecture.
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Fig. 3. Cluster head (CH) assignment.

3.2. Cluster Based Privacy Preserving Routing
Selection (CBPPRS)

Cluster Based Privacy Preserving Routing Selection (CBP-
PRS) has already been implemented [11] and plans to
collect cluster heads (CH) based on network power con-
sumption. This method creates a link generation model
for each link generation to select CH and determines the
model with the highest revision interval (link generation)
for the cluster header to identify a cluster update. The
cluster header life time when a cluster header is selected
from a node location, the node location becomes normal.
Figures 3 and 4 show the starting position of the CH and
the assignment of the node ID.

3.3. Load Balancing Cluster Based Privacy Routing
(LBCPR)

We have already introduced LBCPR (Load Balancing

Cluster Based Privacy Routing) to unbalance the network

Fig. 4. Nodes ID, CH and base station (BS) position.
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Fig. 5. LBCPR energy level utilization.

load [11]. In this process the strength of the bond and the
formation of the selection of the cluster head are identi-
fied. LBCPR search links and response algorithms measure
the charge between all possible neighbors using possible
energy. At the same time, this method improves the per-

Fig. 6. Source and destination node assignment.

Fig. 7. Packet transmission using privacy path selection through cluster
one to another cluster.
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Fig. 8. Packets received without Key assignment through cluster one to
another cluster.

formance of the hubs against load imbalance and ensures
the reliability of the connected subnets. Figure 5 shows the
LBCPR process.

3.4. Dynamic Load Balancing Privacy Path Selection
(DLBPS)
We have already provided options for Dynamic Load Bal-
ancing Privacy Path Selection (DLBPS) [11]. This method
searches for continuous paths to send packets from source
to destination via the cluster head with the selected base
station. At this point, this method balances the mobile load
of the gateway on the network and achieves greater overall
data performance. DLBPS is not a secure communication
channel on a cluster network. To overcome this problem,
the Trusted Key Management Protocol (TKMP) was intro-
duced, which creates a secure communication channel on
the cluster network, which is described in the next section.
In Figures 7 and 8 above, the source node 10 sends a
packet to the destination node 25. The source and destina-
tion nodes are on nodes 1 and 20 with different clusters.

Fig. 9. Source and destination node assignment.
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Fig. 10. Packet transmission using TKMP Privacy Path selection
through cluster one to another cluster.

Fig. 11. Packet transmission with packet drop through cluster one to
another cluster.

Source Node CH Node 1 sends packets through a Base
Station (BS) node 6, the CH node 20 and finally the pack-
ets of the destination node 25.

3.5. Trusted Key Management Protocol (TKMP)

The Trusted Key Management Protocol (TKMP) we have
already introduced (R. Jayaprakash, B. Radha, 2019)
undergoes major development in three specific phases: (a)
Initial installation, (b) Key generation, and (c) Confirma-
tion basis and validation. The TKMP method can be con-
sidered as an evolution of the Paillier encryption system

Table I. Simulation parameters.

Parameters Symbol Value
Mobile nodes MN 5-50 in steps of 10
Simulation area Row x Column 1000 x 1000
Transmission range TR 5-50 in steps of 10
Routing protocol CBRP CBRP

Node energy E 100 Joules
Boosting energy Epoost 100 J/bit/m>
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Fig. 12. TKMP trace file.

that uses the public key for secure communication. This
method implements the homomorphic encryption of the
Paillier cryptosystem (PC) using the encryption key. It also
creates a mathematical model developed using advanced
components such as hash function, homomorphic encod-
ing, profile typing, and secure data transfer random num-
ber functions. Figure 9 describes the source destination
nodes for transferring packets via TKMP.

In Figure 10, the node 29 has less energy than 9 joules,
so the entire envelope is discarded during the specific node
transfer.

4. PERFORMANCE EVALUATION

The performance of the proposed TKMP system takes into
regard as 50 to 200 nodes in the mobile adhoc network and

Table II. Comparison of packet delivery ratio with existing trust-ECC
with proposed LBCPR, DLBPS and TKMP algorithm.

Number of nodes/system 50 100 150 200

Trust-ECC 98.25 91.5 88.23 85.99
LBCPR 98.85 92.22 89.63 86.38
DLBPS 99.02 93.47 90.09 87.88
TKMP 99.82 95.17 93.81 88.72

Comparison of Packet Delivery Ratio with Existing Trust-
ECC with proposed LBCPR, DLBPSand TKMP

w
98 x —— Trust-ECC
% —&— LBCPR
DLBPS

o ‘\;ﬁ o e
o -SS
o6 Ty

50 100 150 200
Number of Nodes

Packet Delivery Ratio (%)

Fig. 13. Chart of packet delivery ratio.
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Table III. Comparison of throughput ratio with existing trust-ECC and
proposed LBCPR, DLBPS and TKMP.

Number of nodes/system 50 100 150 200
Trust-ECC 25.5 26.8 19.5 17.5
LBCPR 25.7 259 20.11 16.8
DLBPS 24.47 25.18 19.06 15.33
TKMP 23.39 24.16 18.82 14.08

Comparison of Throughput Ratio with Existing
Trust-ECC with proposed LBCPR, DLBPSand TKMP
30

28 —*— Trust-ECC
—e— LBCPR

26 F/K

2 | I DLBPS

—o— TKMP
2
18
16 0
14 \/\

Average Throughput (kbps)

12
10
50 100 150 200
Number of Nodes
Fig. 14. Chart of throughput.

Table IV. Comparison of delay ratio with existing trust-ECC and pro-
posed TKMP.

Number of nodes/system 50 100 150 200
Trust-ECC 0.35 2.42 5.8 8.6
LBCPR 0.34 2.38 5.1 7.8
DLBPS 0.32 2.19 4.86 7.2
TKMP 0.29 2.01 4.20 6.7

Comparison of Average Delay with Existing Trust-
ECC with proposed LBCPR, DKBPSand TKMP

9
8 /
z /
2 7 /.
g i %
> 5 /
©
D 4 /
% —&— Trust-ECC
)
g 8 —&— LBCPR
> 2 DLBPS
<
1 / —@— TKMP
50 100 150 200
Number of Nodes
Fig. 15. Chart of packet delay ratio.
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the nodes are used in an area between 1000 m x 1000 m.
The simulation parameters are shown below.

The Packet delivery ratio (PDR) is defined as the portion
of the package shipped that is normally interchangeable
between all packages shipped through the destination. The
proposed TKMP algorithm offers a better PDR ratio than
the proposed trusted ECC system [13].

The comparison of TKMP performance is shown in
Figure 13, which shows the performance of the existing
Trust-ECC funding system [13].

The proposed TKMP algorithm has a higher average
latency than the Trust-ECC system [13].

5. CONCLUSION

The main objective of this document is to improve the
quality of secure communication over cluster-based wire-
less networks using the Trusted Key Management Protocol
(TKMP). The specific TKMP method follows the selection
of CBPPRS (Cluster Based Privacy Preserving Routing
Selection), LBCPR (Load Balancing Cluster Based Privacy
Routing) and DLBPS (Dynamic Load Balancing Privacy
Path Selection). The experimental results show that the
specific TKMP method performs better than the current
Trust-ECC method. At the same time, the proposed algo-
rithm creates a developed geometric model using secure
elements such as hash function, homomorphic encryption,
profile key sequence and random number functions for
secure data transmission.
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