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Abstract 

Image transmission refers to sending or transferring digital images from one location to another, typically over a 

network or communication channel across various domains, including telecommunications, multimedia messaging, surveillance 

systems, medical imaging, remote sensing, etc. However, with growing popularity of digital skills, ensuring safety and integrity 

of transmitted images has become a significant concern. For increasing security, Machine learning and cryptographic techniques 

have been discussed. Nevertheless, confidentiality during image transmission faces major challenges. Proposed Lamport Blum 

ShubSigncryptive Extreme Learning (LBSSEL) Method is introduced for secured image transmission with minimal time 

consumption. The Extreme Learning machine comprises different layers. Several natural images gathered as of dataset. The input 

layer receives these images for secure transmission. The proposed cryptographic method performs key generation, signcryption, 

as well as unsigncryption. Lamport One-Time Digital signature method applied in first hidden layer to generate key pairs. 

Signcryption carried out in second hidden layer which includes encryption and digital signature. For secured transmission, an 

encrypted image (i.e., cipher image) as well as signature broadcast to receiver to preserve input image. In third hidden layer, 

unsigncryption process carried out for receiving original image by authorized users through signature verification and decryption. 

Finally, confidentiality is improved during image transmission at the output layer. Simulation estimated with dissimilar factors. 

Outcomes of LBSSSEL model in terms of achieving maximum PSNR, confidentiality during transmission, with minimal time 

consumption when compared with existing approaches.  

Keywords:   Image transmission, security, Signcryption, Extreme Learning, Lamport One-Time Digital signature method, Blum 

Shub pseudorandom number generator. 
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1. Introduction  

  Digital images are electronic representations of visual information, such as photographs, graphics, or 

illustrations, during different fields namely photography, art, medicine, science, and communication. Digital image 

transmission refers to the process of sending images from one location to another over wireless networks. Due to 

the nature of wireless communication transmission, ensuring security is a challenging task, aiming to guarantee 

confidentiality, integrity, and authenticity while mitigating the risk of unauthorized access.  

 For secret sharing between users, modified Robust Reversible Watermarking in Encrypted Images by 

Secure Multi-party (RRWEI-SM) scheme was developed [1]. However, the lightweight encryption did not enhance 

safety. Defense performance was developed in [2] by discrete memristor-basis of logistic map with a deep neural 

network. However, issue of time-efficient security enhancement remained unaddressed. 

 With higher protection, AES method was designed [3]. However, it did not perform secure communication. 

To enhance secure transmission, double image encryption method was introduced [4]. However, it was difficult to 

perform encryption with multiple images to achieve a more detailed security level. 

Transport images are protected in [5] with significant Visual Cryptography. An image broadcast was 

preserved in [6] by symmetric image encryption structure. However, confidentiality level was not improved. 

 The secure medical image transmission method was introduced in [7]. However, it failed to support the 

transmission of multiple medical images. Safety was increased [8] by image cryptosystem adopting quantum chaotic 

map technique.  

 New grayscale image cryptosystem was introduced in [9], based on hybrid chaotic maps for improving 

security. However, neuro-fuzzy were not employed. A new image encryption approach was developed in [10] and 

[11] utilizes chaotic map and RSA algorithm respectively. However, computational complexity was high.   

 In [12], visually secure image encryption model was developed. However, secure transmission was not 

improved.  A secure image encryption method was introduced in [13] using chaos-based block permutation. 

Nevertheless, big data environments were not applicable.  A hash-based digital image encryption algorithm was 

designed in [14] to enhance security. However, the image quality was not improved after decryption. A new secure 

video occupancy monitoring model was developed in [15], integrated with encryption highly secure against several 

attacks. But, it failed to lessen time.  

Contributions to this article.  

 LBSSEL method contributions given by,  

 LBSSEL method has been developed, incorporating the Signcryption, Extreme Learning, Lamport One-

Time Digital signature for enhance protection of image transmission. 

 For enhancing image quality, Lamport One-Time Digital Signature-based cryptographic technique is 

implemented within an Extreme Learning Machine (ELM). This helps to improve PSNR. 

 To enhance confidentiality rate, Blum Shub pseudorandom number generator is utilized in the key 

generation process. Subsequently, encryption and decryption are carried out using these keys, preventing 

unauthorized receivers from accessing the image.  

 To enhance integrity rates, the LBSSEL method performs signature verification before image decryption.  

The signature validation ensures that the image received by an authorized user remains unaltered by intruders, 

thereby enhancing data integrity rates. 

 To minimize computational time, key generation, signcryption, and unsigncryption processes are executed 

within the hidden layers of the extreme learning machine during image transmission. 

 Finally, a comprehensive and comparative analysis performed by LBSSEL using various metrics. 

Road map:  

 Remaining portions of article are arranged: related works described in Section 2. Proposed LBSSEL 
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Method along with a clear architecture diagram explained in Section 3. Section 4 elaborates on the experimental 

settings. Performance assessment of LBSSEL Method technique in comparison with existing techniques is 

illustrated in Section 5. Summary presented in Section 6. 

 

2.  Method 

LBSSEL Method described with enhancing security during image transmission via a wireless network. 

With the extensive growth of information technology, confidentiality, as well as integrity frequently risked via 

prohibited behavior during digital image transmission from one place to another. This problem is overcome by 

introducing cryptographic methods called LBSSEL to protect the privacy of digital images during the transmission. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 Structural design of LBSSEL 

 

By improving secure image transmission, LBSSEL design depicted in Figure 1. In dataset, several natural 

images gathered. Cipher image generated by Signcryption technique. The proposed technique comprises three major 

steps.  Signcryption process simultaneously performs both encryption and signature generation at sender's side. 

During wireless communication channel, cipher image is transmitted toward receiver. Signature verification and 

decryption process are executed in receiver end. Based on the above process, secure image transmission between the 

sender and receiver is achieved. The explanation of LBSSEL Method illustrated as given below. 

 

2.1   Lamport Blum ShubSigncryptive Extreme Learning-based secure image transmission 

  Extreme Learning Machine has feed-forward neural networks. The ELM is an efficient technique for fast 

and efficient learning from large-scale data, resulting in increased training speed as well as simplicity than 

traditional DL methods. The signcryption is implemented into the ELM to further enhance the performance of a 

security with minimal time. Signcryption combines digital signature as well as encryption offering efficiency and 

security compared to conventional encryption algorithms. 

In traditional cryptographic techniques, signature and encryption are typically performed as separate steps.  

However, Signcryption reduces computational overhead by simultaneously performing the signature generation as 

well as encryption operations. It provides integrated security guarantees, including authenticity, integrity, and 

confidentiality, ensuring more robust protection for transmitted images. 
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Figure 2 Structure of extreme learning machines 

Extreme learning machines structure portrayed in Figure 2 which includes one input layer, three hidden 

layers, as well as one output layer. Every layer consists of a tiny individual unit named neuron. This helps to transfer 

the input from one layer to another. Assume training set {NI, Y}, ‘NI 𝑁𝐼 ’ indicates training natural images 

{NI_1,NI_2,NI_3,….,NI_n } {NI1 , NI2, NI3, … . , NIn}  and ‘Y 𝑌 ’ representing its output of extreme learning 

machines.  

The input layer receives the number of natural images, but it does not perform any calculations. The 

neurons in layer assign the weights and the biasfor each input image as follows,  

𝐴 =  ∑ ∑ ( 𝑁𝐼𝑖 ∗  𝑄𝑗) +  𝐵𝑖ℎ
𝑚
𝑗=1

𝑛
𝑖=1    (1) 

Where, 𝐴   indicates a neuron output,  𝑄𝑗  denotes weights among input as well as hidden layer  𝑁𝐼𝑖is palm 

image.  Here, bias indicates ‘ 𝐵𝑖ℎ .  Input sample transmit to first hidden layer. Employing Lamport key generation 

algorithm, key generation executed.   

 Let us consider the random numbers generated by applying a Blum-Blum-Shub pseudorandom number 

generator.  

 𝑅 =  𝑃𝑛
2 𝑚𝑜𝑑 𝑀(2) 

 𝑀 = 𝑥 ∗ 𝑦(3) 

Where,𝑃𝑛  denotes a pseudorandom number in the sequence, 𝑀denotes a product of two large prime numbers x  and  

y.  The generated number ‘R’ is secret signature key.(i.e. private key)   

𝑆𝑘 = 𝑅        (4) 

Public verification key  𝑃𝑘 generated by, 

𝑃𝑘 = 𝐹(𝑅)  (5) 

In (5), one-way function is 𝐹(𝑅) as well as given by,  

𝐹(𝑅) = 𝑅 + 1 𝑚𝑜𝑑 16  (6) 

The one-way function generates the public verification key with the secret key. In this way, secure image 

transmission enhanced by creating private as well as public key. 

 

 

• Signcryption 

Second hidden layer performs Signcryption process. Signcryption simultaneously performs digital 

signature as well as encryption, thereby reducing the computational time and enhancing security.   
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Figure 3 block diagram of signcrypion 

 

Signcryption process illustrated in above Figure 3 which includes both encryption as well as signature 

generation.  

Let us consider the input image NI1, NI2, . . , NIn and the 〖NI1, NI2, NIn) number of pixels in images denoted 

by β
1

, β
2

, . . , β
m

 β1, β2, βm that encrypted by receiver public key as follows, 

𝐶𝐼 ← 𝐸𝑛𝑐[𝑃𝑘𝑟 , 𝛽𝑗  (𝑁𝐼)]     (7) 

 

Where, 𝐶𝐼indicates a cipher image, 𝐸𝑛𝑐Encis encryption by public key of receiver (𝑃𝑘𝑟),𝛽𝑗  (𝑁𝐼)indicates a 

pixel of natural images. Sender’s private key creates digital signature. In the signature generation phase, first digests 

the input pixel by applying the hash function.  

𝐷 = 𝐻 (𝛽𝑗(𝑁𝐼))  (8) 

 

Where 𝐷  denotes a message digest, 𝐷 ∈ {0,1}D ∈ {0,1}  denotes a hash𝐻 ’ of the pixel of input image 

‘𝛽𝑗(𝑁𝐼)’β
j
(NI)’.  Then map the hash value by location of sender private key to generate the signature. For each bit 

in the hash value, the signer selects one number from the corresponding pair in the private key.  

 𝜑𝑆 = {𝑆𝑘𝑠 (𝑖,𝑗): 𝑆𝑘𝑠 (𝑖,0) 𝑖𝑓 𝐷 = 0 𝑎𝑛𝑑  𝑆𝑘𝑠 (𝑖,1) 𝑖𝑓 𝐷 = 1}   (9) 

 

Where,  𝜑𝑆φ
S
 represents the signature, 𝐷 denotes a message digest that map to location of private key 𝑆𝑘𝑠of sender. 

If the bit is D=0, the sender selects the first number from the pair. If the bit is 1 (i.e. D=1), the sender selects the 

second number from the pair. This process produces a sequence of numbers to form the signature. Finally, the 

sender transmits the cipher image"𝐶𝐼’ and signature ‘ 𝜑𝑆’ to the receiver through the wireless communication 

channel. 

• Unsigncryption 

Unsigncryption process executes third hidden layer to securely receive the original image. Unsigncryption 

refers to the process of reversing the signcryptionoperation, that is, decrypting the ciphertext and verifying the 

signature to recover the original image. This process involves two main steps signature verification and decryption. 
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Figure 4 block diagram of the unsigncryption process  

 

An unsigncryption explained in figure 4. Via sender's public key, receiver conducts signature verification 

utilizing sender's public key.Lamport signature verification scheme employed to reconstruct hash value using the 

following function. 

𝜑𝑆
′ = 𝐹 (𝜑𝑆)(10) 

𝐹 (𝜑𝑆) = 𝜑𝑆 + 1 𝑚𝑜𝑑 16   (11) 

Where ‘φ
S

'’ indicates a reconstructed signature in receiver area, 𝐹  is one-way function, 𝜑𝑆 signature at 

sender side is During sender’s public key, reconstructed signature is verified. 

Z = {
φ

S
' = Pks; signaturevalid

otherwise; signaturenotvalid
When signature suitable, receiver decrypts cipher image. Otherwise, receiver 

failed to decrypt cipher image. With this, safety was ensured among sender as well as receiver. Authorized receiver 

decrypts cipher image as follows,  

𝑁𝐼 ← 𝐷𝑒𝑐[𝑆𝑘𝑟 , 𝐶𝐼]  (13) 

 

Where 𝑁𝐼is original image, ‘𝐷𝑒𝑐’ is decryption, 𝑆𝑘𝑟is sender private key, 𝐶𝐼is cipher image. In authorized 

receiver, original image achieved. Output layer obtains secured transmission with maximum integrity.   

 

// Algorithm 1:  Lamport Blum Shub Signcryptive Extreme Learning based secure image transmission 

Input: Dataset,  Number of natural imagesNI1, NI2, NI3, … . , NIn,  

Output: Enhance security of image transmission  

Begin 

1.   Collect the number of natural imagesNI1, NI2, NI3, … . , NIn, -input layer 

2.           for each input images 

3.                 Allocate weight and bias using (1) 

4.           End for 

5.          For each user  -------hidden layer 1 

6.     Create private and public key using(4) (5) 

7.            End for 

Signcryption   

8.         Encrypt the image using receivers public key  CI←Enc [Pkr  ,βj  (NI)]CI ← Enc [Pkr, β
j
(NI)]--hidden layer 2 

9.         Generate digital signature ‘φ
S
’ using (9) 

10.         Send CI and φ
S
  to receiver  
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Unigncryption   

11.       for each  signature   φS --hidden layer 3 

12.         Reconstruct the signature using (10) (11) 

13.      End for 

14.        If ( '=PksφS
' = Pks)  then 

15.              Signature valid  

16.         else 

17.                 Signature not valid  

18.       End if 

19.          If signature valid then 

20.              Receiver decrypt the image using (13) 

21.          End if 

22.   Achive security of image transmission --  output layer 

23. End 

 

Secure image transmission among sender and receiver illustrated in Algorithm 1. Initially, input layer receives the 

natural images provided by the sender. Subsequently, the input images are transferred to the first hidden layer. 

Private and public keys produced in Lamport key generation by all user, utilizing the Blum-Blum-Shub 

pseudorandom number generator. Once the keys are generated, the signcryption process is executed. This process 

involves encryption and signature generation. Signature cipher image and signature are then transmitted to the 

receiver. Unsigncryption implements third hidden layer. Signature verification employed in sender's public key. 

Signature verified, user is considered an authorized user. Decryption executed for obtaining original image. Secure 

transmission from sender to receiver is successfully completed. 

3. Simulation Result 

 Proposed LBSSEL, conventional methods [1] and [2] is implemented in Python. To conduct the 

simulation, a dataset of Nature Images is collected from the Kaggle repository 

(https://www.kaggle.com/code/nageshsingh/nature-image-classification/input). This image dataset comprises 

Natural Scenes from various locations around the world. The dataset consists of images extracted from the training 

folder specifically 14034 images sized 150x150 pixels located in the 'seg_train' folder. These images are distributed 

evenly across six classifications. Each category contains a varying number of images, with some categories having 

more images than others. 

 

4. Performance comparison analysis   

 This section analysis various factors namely PSNR, confidentiality level, and integrity rate and 

execution time of LBSSEL and traditional techniques [1] and [2].  

PSNR:: It estimates superiority of decrypted image via MSE. MSE calculated as dissimilarity among 

original image size as well as accurately decrypted image. 

𝑃𝑆𝑁𝑅 = 10 ∗ [𝑙𝑜𝑔 10 (
2552

 𝑀𝑆𝐸
)] (14) 

 

𝑀𝑆𝐸 = ∑(𝑁𝐼𝑜(𝑠𝑖𝑧𝑒) − 𝑁𝐼𝑅(𝑠𝑖𝑧𝑒))2  (15) 

 

Where 𝑃𝑆𝑁𝑅denotes a Peak signal-to-noise ratio,𝑀𝑆𝐸denotes a mean square error,𝑁𝐼𝑜(𝑠𝑖𝑧𝑒)indicates 

original natural image size, 𝑁𝐼𝑅(𝑠𝑖𝑧𝑒)denotes the reconstructed image or decrypted image size natural images. The 

peak signal-to-noise ratio is measured in decibels (dB). The higher the peak signal to noise ratio, the quality of 

https://www.kaggle.com/code/nageshsingh/nature-image-classification/input
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decrypted image gets improved.  

Confidentiality rate:   It defined as proportion of number of images received through authorized users. It 

determined in percentage (%).  

𝐶𝑅 = ∑ [
 𝐼𝑅𝐴𝑈 

𝑁𝐼𝑖
]𝑛

𝑖=1 ∗ 100(16) 

 

Where, CR𝐶𝑅 denotes a Confidentiality rate,𝑁𝐼 indicates number of images,  𝐼𝑅𝐴𝑈 denotes the number of 

natural images received via official user.  

Integrity rate:    This metric is determined by percentage of number of images that remain unmodified or 

unaltered. By unauthorized users to the total number of images transmitted over the communication channel 

 

 

= ∑ [
 𝐼𝑈𝐴 

𝑁𝐼𝑖
]𝑛

𝑖=1 ∗ 100(17) 

 

Where, 𝐼𝑅 denotes an integrity rate,  𝑁𝐼 indicates number of images, number of natural images unaffected 

indicated as IUA.  It estimated in percentage (%).  

Computational time:  it referred to as time consumed for secure image transmission from sender to 

receiver distressed data samples is defined as the prediction time. The overall time is calculated as follows: 

𝐶𝑇 = ∑ 𝑁𝐼𝑖
𝑛
𝑖=1 ∗ [𝑡𝑖𝑚𝑒(𝑆𝐼𝑇)]   (18) 

CT = ∑ NIi
n
i=1 *[time(SIT)] 

WhereCT, 𝐶𝑇 indicates a computational time, n𝑛represents as number of images ′𝑁𝐼’𝑡𝑖𝑚𝑒(𝑆𝐼𝑇), time(SIT) denotes 

a time for secure image transmission. Time computed in milliseconds (ms). 

 

Table 1 PSNR 

 

Figure 5 graphical illustration of PSNR  

  PSNR against image sizes using three different methods namely LBSSEL and existing methods [1], 

[2] portrayed in above Figure 5. Size of images indicated in horizontal axis and result of PSNR denoted in vertical 

axis. Among the three methods, the LBSSEL provides improved PSNR. For each method, various results were 

observed. Outcome of PSNR using LBSSEL method was higher by 17% as well as 8% than [1], [2]. An 

improvement achieved with Lamport One-Time Digital Signature-based cryptographic technique within an Extreme 

Learning Machine (ELM). MSE reduced and image excellence improved.  
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Table 2 Confidentiality rate 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6 graphical illustration of confidentiality rate versus number of images 

 Figure 6 above depicts confidentiality rates. Contrary to conventional, results of CR higher using LBSSEL. 

Experiments conducted by1000 images, CR observed as 95.1% by LBSSEL, and 89.6% and 92.3% using the 

existing methods [1] and [2]. CR increased for LBSSEL with 8% as well as 5% than [1] [2].Improvement is 

achieved by the LBSSEL method utilizing the Lamport Blum ShubSigncryptive Extreme Learning. Only authorized 

user receives image when signature valid. Otherwise, the image is not received by the user due to an invalid 

signature. This helps achieve higher levels of confidentiality during image transmission. 

 

Table 3 integrity rate 

 

Figure 7 Graphical illustration of integrity rate  

Figure 7 illustrates the performance outcomes of integrity rates ranging between 1000 and 10000 images 

taken from the dataset. To analyze data integrity, three methods are considered namely LBSSEL method and [1], 

[2]. Data integrity rate of LBSSEL method is notably higher when compared to [1] and [2], respectively. Let's 

consider the number of images to be 1000. The integrity rate of LBSSEL, [1] and [2] were observed to be 94.7%, 

86.5% and 91.2%.Contrary to traditional [1], [2], integrity rate was increased by 9% and 5% using LBSSEL.This is 

due to the proposed LBSSEL method performing signature verification before decrypting image. Signature 

established, image confirmed towards received by an authorized user and is not altered by intruders, thus improving 



10 Author name / Procedia Computer Science 00 (2025) 000–000 

co
m

p
u

ta
ti

o
n

a
l 

ti
m

e 
(m

s)
 

Number of images  

LBSSEL

Modified

RRWEI-SM

scheme

the data integrity rate. 

 

Table 4 computational time  

 

 

 

Figure 8 graphical illustration of computational time  

 Figure 8 portrays computational time. Observed performance results show that the computational time of 

secure image transmission for all three methods. Among three methods, the LBSSEL method reduces overall time 

consumption of image transmission compared to the other two methods [1], [2]. Let's consider the number of images 

to be 1000. The time consumption for secure image transmission using the LBSSEL method was found to be 25.3 

ms, while for the other two conventional methods [1] and [2], it was found to be 30 ms and 28 ms, respectively. 

Computational time reduced for LBSSEL with 17% as well as 10% than conventional algorithms. It achieved by 

application of Extreme Learning Machine during image transmission. This helps minimize the time consumption of 

secured image transmission. 

 

5. Summary 

 New LBSSEL designed with maximum safety. An Extreme Learning Machine is first designed to 

minimize computational time of secure image transmission. Then the proposed cryptographic method included in 

hidden layer of the Extreme Learning Machine. This process enhances security as authorized users receive original 

image. Comprehensive analysis estimated for LBSSEL as well as conventional approaches using different 

parameters. LBSSEL method achieves better performance in confidentiality rate, integrity rate, and minimizes 

computational time compared to conventional methods. 
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