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Abstract 

Digital image fraud detection has recently emerged as a crucial area of image processing. Digital images 

are essential for presenting proof of any unexpected situation. However, due to improvements in image 

processing and the availability of sophisticated software, picture counterfeiting may hide evidence and 

hinder the discovery of such criminal cases. Compared to written content, pictures have the ability to 

convey a lot more information. Almost what we see is what we believe. Image fraud detection systems 

are extending their range to preserve and verify the authenticity of images. Digital image forgery 

detection is crucial for restoring the individuals' confidence in visual media. In this study, we present a 

thorough an examination of the forensic techniques and numerous image frauds. In the literature, a 

variety of methods, including digital watermarking, digital signatures, copy-move, image repainting, and 

splicing, has been proposed to identify fake images. The analysis carried out in this paper might aid the 

researcher in comprehending the benefits and uses of the present picture forensic technology to create 

more effective image forgery detection algorithms. Additionally, the comparison analysis examines the 

forgery that is already in use. Regarding its merits and drawbacks, detection methods involve machine 

learning and its techniques. 
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1. Introduction 

Image forgery precedes the development of photography and is not a new idea. But it has 

recently gained attention thanks to the development of inexpensive digital cameras and picture editing 

software. Due to the rise of readily available, affordable technology, digital visual media currently rank 

among the most popular methods of information exchange. Additionally, visual media has more 

expressive possibilities than any other form of media now in use. Digital picture forgery is the deliberate 

alteration of digital photographs with the purpose to mislead in order to change public perception. The 

modification is carried out so that scarcely any visible signs of it remain. Various techniques for creating 

images have recently been discovered. Similar to watermarking in terms of reliability and security 

include message authentication codes, image checksums, image hashes, and image shielding [1]. There 

are various sorts of picture counterfeiting, such as copy and move attacks, image splicing, and image 

retouching. Retouching digital images is regarded as the least destructive sort of digital picture fraud. 

Although certain original image elements were diminished, the original image did not change 

considerably. 

 

2. Literature Review 

One of the most effective forms of communication is through images. In industries that use digital 

photographs, image security is an important concern. The modification of photographs is becoming 

increasingly prevalent due to the advent of high definition cameras, desktop computers, and photo-

editing software. This essay mostly focuses on popular image alteration techniques like picture splicing. 

Image illuminant color discrepancies are used to aid in the analysis procedure [2]. Detecting 

illumination irregularities is a highly effective method for finding fake images. Illuminant color estimate 

on image regions based on pixels and edges can be used to find inconsistencies between several photos. 

Extract shape and color attributes from these luminance estimators, and then give those features to a 
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classifier so it can decide. SVM-based classification's effectiveness is assessed through a unique testing 

procedure. This method's key contribution is how illuminant color estimate under different restrictions 

can be used to detect forgeries and how they are offered for decision-making with little user input [3].  

Due to the rising amount of fake photos being shared on the Web and other social media, as well as the 

legal and societal problems they are inflicting, the detection of image forgery has become a hot topic in 

research [4]. The researchers' main challenge is determining if an image is fake or real and locating the 

fraud. Numerous approaches were put forth, but no effective technique that can reliably identify image 

counterfeiting has yet been developed. Here, we provide a cutting-edge method for identifying fake 

images that uses the texture of the source image as a differentiating characteristic. It performs better than 

previous cutting-edge techniques for detecting image counterfeiting [5].  

In this research, a fraud detection method is put forth that takes advantage of distortions caused by 

changes of JPEG-encoded images. In the JPEG compression method, each image is split into 8X8 pixel 

non-overlapping blocks and then discrete cosine transform (DCT) parameters are individually evaluated 

for each block. The statistical characteristics of the AC components of the block DCT coefficients are 

altered when a JPEG compacted image is altered. We suggest using the standard deviation and the 

amount of non-zero DCT coefficients that correspond to each individual AC frequency component 

separately to detect this shift. The cropped versions of the photographs are tested against the original test 

image by subtracting a few columns and rows from the top left corner. Support vector machine (SVM) 

and the retrieved feature vector are used to classify real and fake images [6]. Additionally, a comparative 

analysis is done to show that the older techniques had higher detection rates than the modern ones [7].  

In news reporting, images have been utilized as supporting evidence virtually from the inception of 

journalism. In the current misinformation epidemic, altered or modified images are frequently used as 

parts of informative articles. The capacity of individuals to discriminate between authentic and false 

images is the subject of the current study. The main goal of the applied study and their integrated 

interpretation was to assess picture forensic services provided as practical tools in terms of their 

usability and comprehension by regular people engaged in the daily fight against misinformation [8]. 

The results supported the hypothesis that only a small number of individuals were familiar with the 

relevant algorithmic solutions. Despite the fact that these aids frequently result in debatable or even 

contradictory outcomes, the experimental usage of these aids along with systematic instruction in how to 

use them effectively improved the performance of the participants. Overall, the research results show 

that it is impossible to ignore the numbers of successful detections that just rely on human observations 

[9]. Therefore, the "verification industry's" greatest task should be to achieve a balance among 

investigative automation systems and the subjective experience, with the goal of protecting the audience 

from the spread of false information [10].  

It is simple to change and modify digital photos because of the quick advancements and availability of 

potent image processing tools. Therefore, it is quite challenging for a spectator to determine the validity 

of an input dataset. Digital photos must be verified as legitimate before they can be used as testimony in 

court cases or published in the media. The two key strategies for pixel-based defect detection are 

discussed in the study after taxonomy of detection techniques is covered. The discussion of a method for 

copy-move forgery detection is completed in this work. However, this method merely accounts for 

moving of copied regions. Therefore, a different method for quick copy-move detection is discussed. 

The two strategies are then examined and contrasted.  Finally the conclusion and future work is 

discussed the conclusion and future work is discussed [5].   

Significant efforts have been put into in active image forensics over the past ten years. The localization 

of the interfered regions in a fake picture still offers many difficulties, specifically when the sort of 

tampering operation is unclear, despite the fact that it can detect tampered photos with high precision 

based on some well constructed methods. Some studies have reached the conclusion that in order to 
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improve localization performance; it is required to incorporate various forensic methodologies [11]. 

However, a number of crucial questions, such as how to choose and enhance/readjust appropriate 

forensic procedures and how to combine the detection outcomes of several forensic approaches to get 

accurate localization results, have not been thoroughly addressed. The copy-move falsification detector 

and the statistical feature-based approach are two current forensic methods that we first choose and 

enhance in the proposed framework before enhancing the outcomes to produce tampering possibility 

maps. After looking at the characteristics of probability maps and contrasting several fusion approaches, 

we eventually provide a straightforward yet highly efficient method for integrating the tampering 

possibilities maps to get the final localized results. The thorough experiments demonstrate a 

considerable difference between the two upgraded methodologies used in our framework. Our project's 

objectives are to increase localization accuracy using two distinct methods and subsequently incorporate 

tampering possibility maps [12].  

The significance of forgery detection has greatly expanded as forgeries have grown in popularity. One of 

the most popular techniques, copy-move forgery, involves copying a portion of the picture and pasting it 

into another portion of the image. In this study, we propose a copy-move forgery detection technique 

that uses Zernike moments to pinpoint duplicated regions. The suggested method can recognize a forged 

region even when it is rotated since the amplitude of Zernike moments is mathematically invariant 

against rotation [13]. Our design is also resistant to deliberate distortions like blurring, JPEG 

compression, and additive white Gaussian noise. The proposed approach is suitable to identify the faked 

region by copy-rotate-move forgery, according to experimental results. 

Image forgery refers to the alteration of a digital image in order to hide some important or practical 

information. In some circumstances, it can be challenging to distinguish the altered area from the main 

image. The desire for authenticity and to protect the image's integrity drives the identification of 

counterfeit images. This study examines many image forgeries. The assessment of current approaches 

for detecting forged images also shows different copy-move detection strategies according to their 

resilience and computational cost [14].  

The detection of copy-move forgeries as well as forgeries based on paintings is taken into account. The 

appropriateness of the forgery detection is prioritized along with classification. It is crucial to build 

effective forgery detection systems since the number of high-quality phoney pictures on the Internet and 

social media is growing rapidly. The copy-move method, a conventional image and video editing 

technique, involves copying certain portions of the image. Standard image processing techniques 

physically look for patterns related to duplicated content, which limits their application to massive data 

classification [15]. Some of the problems related to the image processing and regarding the forgery 

detection are reviewed and tabulated in the table given below. 

Problems in 

Image 

Processing 

Author and 

Year 

Techniques / 

Algorithms 

Classifier/ 

Detector/ 

Clustering 

Applications / 

Advantages 

Outcome 

Region 

Duplication 

Forgery 

detection 

Mishra, 

Parul, 

Nishchol 

Mishra, 

Sanjeev 

Sharma, and 

Ravindra 

Patel (2013) 

SURF Feature 

Extraction[16] 

Hierarchical 

Agglomerativ

e Clustering 

Easy 

implementatio

n and region 

creation in 

less time. 

Multiple 

Duplication 

detection 

Image 

Splicing 

Xu, Bo, 

Guangjie 

Feature 

Extraction in 

Support 

Vector 

Detects 

splicing 

Accurate 

Splicing 
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Detection Liu, and 

Yuewei Dai 

(2014) 

DCT[17] Machine forgeries with 

higher 

accuracy than 

in luminance 

channel. 

Detection 

Forgery 

Detection 

Isaac, Meera 

Mary, and 

M. Wilscy 

(2015) 

Gabor 

Wavelets and 

Local Phase 

Quantization 

[18] 

Support 

Vector 

Machine 

Provides best 

accuracy and 

outperforms 

the state-of-

the-art 

methods. 

Image 

Localization 

Face 

Extraction 

Youseph, 

Shahana N, 

and Rajesh 

Roy Cherian 

(2015) 

Segmentation 

and Feature 

Extraction[19] 

Support 

Vector 

Machine / 

HOG Edge 

Descriptor 

Require only a 

minimum 

amount of 

human 

interaction. 

Pixel & Edge 

based 

Illuminant 

Color 

Estimation 

Forgery 

Localization 

Ramya 

Alagesan and 

Noris Ismail 

(2018) 

Feature 

Extarction[20] 

Support 

Vector 

Machine & 

Gray Level 

Co-

occurrence 

Matrix 

Considers 

falsification 

restriction for 

pictures 

without post 

compression 

Forensic 

Localization 

and integrating 

tampering 

possibility 

maps 

Face 

Extraction 

Malathi, J., 

B. 

Narasimha 

Swamy, and 

Ramgopal 

Musunuri 

(2019) 

DCT and 

DWT[21] 

Support 

Vector 

Machine & 

LSSVM 

Ensures better 

exactness for 

balanced 

region control 

over different 

image file 

formats 

Estimation of 

illuminant 

color & 

extraction of 

highlights 

Copy-Move 

forgery 

detection 

Diwan, 

Anjali, Rajat 

Sharma, Anil 

K.Roy and 

Suman 

K.Mitra 

(2020) 

FREAK 

Descriptor[22] 

CenSurE 

Keypoint 

Detector & 

Clustering  

Plots forged 

region with 

points based 

on clustering 

procedures 

Combined 

transformation 

and accurate 

detection 

Evaluation 

of Photo-

Truth 

impact 

Katsaounido

u, Anastasia 

N., Antonios 

Gardikiotis, 

Nikolaos 

Tsipas, and 

Charalampos 

A. Dimoulas 

(2020) 

JPEG 

Quantization 

[23] 

Clone 

Detector 

Helps the 

human to see 

the accurate 

information 

propagation 

News 

Authentication 

Splicing & Dua, Shilpa, DCT Support Classifies the Feature 
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Copy-Move 

Detection 

Jyotsna 

Singh, and 

Harish 

Parthasarathy 

(2020) 

Co-

efficients[24] 

Vector 

Machine 

unaltered 

images from 

altered ones 

Extraction 

Copy-Move 

Replication 

Qazi, 

Tanzeela, 

Mushtaq Ali, 

Khizar 

Hayat, and 

Baptiste 

Magnier 

Inverse 

DWT[25] 

Edge 

Detector 

Obtains robust 

results and 

refines the 

detection  

Color 

Transformation 

and Wavelet 

Application 

Table.1 Review of Image Processing Problems and Techniques 

 

Conclusion 

This study examined different picture forensics techniques for locating digital image frauds. Biometric 

system, digital watermarking, copy-move, picture splicing, and image cloning are the techniques 

examined in this study. The majority of the authors claimed that the development of numerous 

modification and editing tools has made image forgery detection a very difficult task. Due to the 

characteristics' great sensitivity to some forging processes, they are also playing a crucial role in forgery 

detection. Additionally, several image processing techniques like preprocessing, extraction of features, 

feature selection, and categorization are very helpful for accurately detecting forgeries. Due to the 

advantages of decreased complexity and higher accuracy, the copy-move and picture splicing are some 

of the other passive approaches that are frequently utilized by many studies. A review of various passive 

picture forgery detection algorithms was presented in this research. Also provided is a comparison of 

different forgery detection methods. This article also offers a variety of data sets that are used in the 

various forgery detection techniques. 
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